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Abstract

Aim: The aims of this study is to provide a comprehensive analysis of the le-
gal and practical environments surrounding CCTV cameras, examing their do-
mestic and international application alongside their impact on public safety and
crime prevention. The research pays particular attention to exploring the specif-
ic features of Hungarian regulations and practices, benchmarking them against
solutions in other countries (the United Kingdom, Germany, the United States).
Methodology: Drawing on practical experience, the author analyzes the role
of surveillance systems within the operations of the police, local authorities
and the private sector.

Findings: The crime prevention effects of camera systems are mixed; while
in some cases they reduce the number of crimes, while in others they tend to
cause a geographical desplacement of criminal activity. At the same time, they
are clearly effective in crime detection, evidence gathering and strengthening
the subjective sense of security. As in other countries, Hungary faces the chal-
lenge of legal regulations lagging behind technological developments, particu-
larly with regard to biometric data and facial recognition.

Value: The research highlights that surveillance cameras can serve not only law
enforcement but also urban planning and community functions. Adapting inter-
national experiences and introducing legally and ethically balanced regulations
can help increase social acceptance and enhance public safety.

The manuscript was submitted in English. Received: 15 July 2025. Revised: 20 Aug 2025 Accepted:
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Introduction to public space surveillance camera systems

Concept and typology of CCTV systems

A closed-circuit television (CCTV) system, also known as video surveillance,
consists of cameras that transmit signals to a specific location and to a limited
number of monitors. It differs from traditional television broadcasting insofar
as the signal is not transmitted openly. Complex, multi-camera systems allow
images to be viewed and recorded simultaneously. Camera positions can be
fixed or remotely controlled. Modern systems utilize digital video recorders
(DVRs) and IP cameras, which are often supplemented with artificial intelli-
gence functions (e.g., facial recognition, predictive analytics) (Baumgartner et
al., 2024; Cabrera, 2024). This evolution demonstrates that the ‘surveillance
camera’ is no longer just a physical device but an integrated, networked and
increasingly intelligent system.

Historical development and technological progress

The first concepts of surveillance technologies were developed by Russian in-
ventor Léon Theremin in the second half of the 1920s, utilizing radio waves.
The first documented use of CCTV can be traced back to the German army
(Som, 2017).

In the 1950s, American entrepreneurs began to adapt CCTV for commercial
purposes, while in Hamburg, traffic monitoring became the main area of ap-
plication from 1956 onwards (T6th, 2022). In 1960, the British Metropolitan
Police installed temporary CCTV cameras to monitor mass events.

From 1968, in Olean, New York, pan-and-tilt cameras were installed with the
aim of reducing crime, and the images were transmitting images directly to the
Olean police station. By the 1980s, CCTV had become widespread in shopping
centres and city centres. The 1990s saw the transition from analogue to digital
systems, followed by the emergence of [P cameras and high-definition technol-
ogy in 1996, which represented the main direction of development.

Current trends include the integration of Al and facial recognition, real-time
identification, cloud-based storage, access from mobile devices, advanced night-
time surveillance and the use of drones. Artificial intelligence is now capable
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of object recognition, license plate recognition and predictive analytics (Ujh-
egyi et al., 2025; Cabanillas Carbonell et al., 2025; Salgado et al., 2024; Laufs
& Borrion, 2022).

The historical overview clearly illustrates the development from primitive an-
alogue systems to Al-supported networks. This rapid innovation — characterized
by a new generation every 4—5 years in the case of CCTV — consistently out-
paces legislation, which by its nature reacts more slowly, resulting in regulato-
ry lag. This delay raises data protection risks and ethical issues, particularly in
relation to profiling and predictive surveillance (Kalluri et al., 2023).

The legal framework for surveillance cameras

The General Data Protection Regulation (GDPR) and its application in Hun-
gary

The GDPR is the European Union’s primary data protection framework. It stip-
ulates that the processing of personal data must be lawful, fair and transparent.
Video recordings of identifiable individuals are considered personal data un-
der the GDPR.

Data processing is only lawful if at least one of the six specified legal bases
applies. ‘Legitimate interest’ or ‘public interest/exercise of official authority’
are the most relevant legal bases, which necessitate a specific risk situation and
the documentation of a balancing test between the interests of the data controller
and the rights of the data subject. Consent must be explicit, specific, informed,
unambiguous, voluntary and easily revocable. In an employer-employee rela-
tionship, consent cannot generally be considered freely given.

Data subjects must be informed of the monitoring, including the identity and
contact details of the data controller, the purpose, the legal basis, the storage
period and the rights of the data subjects. This information must be provided
via clearly visible signs at the earliest possible stage.

The data collected must be adequate, relevant and limited to what is necessary
for the specified purpose. The purposes must be precisely defined for each cam-
era. The data may not be used for purposes other than those specified.

A Data Protection Impact Assessment (DPIA) must be carried out for data pro-
cessing operations likely to result in a high risk to the rights and freedoms of
natural persons. This includes large-scale systematic monitoring of publicly
accessible areas or the processing of special categories of data (e.g. biometric
data through facial recognition).
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Recordings must be stored securely and access must be restricted to author-
ised persons. Storage periods must be determined in accordance with the pur-
pose and reviewed regularly.

NAIH decisions often refer to violations of purpose limitation and data min-
imisation. This requires a continuous, in-depth assessment of the reason for
collecting the data and the necessity of data collection, shifting the burden of
proof to the data controller. This contrasts with a more permissive, ‘security
for security’s sake’ approach.

Consent as a legal basis also presents practical challenges. Although consent
is one of the legal bases under the GDPR, several sources clearly state that it is
often ‘not a practical or viable legal basis’ for video surveillance, particularly
in public places or in employer-employee relationships. This is due to the dif-
ficulty of obtaining ‘freely given’ consent from unknown persons or persons in
a hierarchical relationship. The practical difficulty of obtaining consent often
leads data controllers to rely on the legal basis of ‘legitimate interest’.

Key Hungarian legislation relevant to CCTV cameras: Infotv., Rtv., Kftv., Sz-
vmt., Tht. and other relevant Pétv. laws

Infotv. (Act CXII of 2011 on the Right to Informational Self-Determination
and Freedom of Information): This Act provides the general framework for
data processing in conjunction with the GDPR. It defines ‘data processing for
law enforcement purposes’, which falls under the scope of the Infotv. if the pur-
pose is law enforcement and the data controller is a law enforcement agency.

Rtv. (Act XXXIV of 1994 on the Police): This Act originally enabled the po-
lice to install cameras in public areas and to make recordings. The police de-
cide on the designation of the public areas to be monitored after obtaining the
prior opinion of the competent local government and subsequently publish the
data on the camera locations. The Rtv. also covers image and sound recordings
captured during police operations.

Kftv. (Act LXIII of 1999 on public space surveillance): This legislation compre-
hensively regulates the recording of images for crime prevention purposes. The
Public Space Surveillance Authority manages the data directly and also operates
and maintains the system. Transparency and visibility are paramount, as is the
use of conspicuous signage. Professional supervision is conducted by the police.

Szvmt. (Act CXXXIII of 2005 on the rules governing personal and proper-
ty protection and private investigation activities): This Act regulates electron-
ic surveillance systems for private security purposes, such as the protection of
human life and personal freedom, the safeguarding of hazardous materials, and
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the protection of trade secrets and property. The Szvmt. requires individuals to
be informed about the use of electronic surveillance.

Mt. (Act I of 2012 on the Labour Code): The Labour Code allows employers
to monitor the conduct of employees in relation to their employment, including
the use of technical devices, provided there is prior written notification. Em-
ployees’ personal rights may only be restricted if is absolutely necessary and
proportionate to the employment relationship.

Tht. Condominium Act (Act CXXXIII of 2003 on Condominiums): In the
case of condominiums, the installation and operation of a camera system are
decided by the general meeting with at least a two-thirds majority of all own-
ership shares. The data processing rules must be included in the organisational
and operational regulations (SZMSZ). Cameras may not be directed at the en-
trances or other openings of privately owned apartments, nor at public spaces
(unless the viewing angle is restricted by masking), and placement in areas that
violate human dignity, such as toilets, is prohibited.

P6tv. The Civil Guard Act (Act CLXV of 2011 on the Civil Guard and the
Rules of Civil Guard Activities): Among its additional tasks, the act states that it
may participate in the monitoring of recordings made by image recording units.
Professional supervision is provided by the police, similar to law enforcement
agencies. Members of the country’s largest civil organization perform their duties
without remuneration, in their free time. Their activities are regulated and stuc-
tured, though they are not authorized to process data relating to image record-
ings, thus providing assistance exclusively as human resources when required.

In the Hungarian legal environment, there is an observable interaction and
potential conflict between different pieces of legislation. Hungary utilizes both
general data protection laws and specific statutes. Although the GDPR is the
supreme source of law, national laws use ‘opening clauses’ to establish more
detailed rules. However, this can lead to situations where specific laws may be
outdated or interpreted in a manner contrary to the principles of the GDPR, as
demonstrated by the repeal of conflicting provisions in 2019. This complex le-
gal stratification requires constant vigilance and updates to ensure consistency
and compliance, highlighting the challenge of maintaining a uniform data pro-
tection standard across different sectors.

Decisions and interpretations of the National Authority for Data Protection
and Freedom of Information (NAIH)

The role of the National Authority for Data Protection and Freedom of Infor-
mation (NAIH) is continually evolving as the body responsible for interpreting
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and enforcing legislation. Its decisions often clarify ambiguities and impose
fines for non-compliance. NAIH’s active enforcement and detailed decisions
are key to shaping the practical application of surveillance laws in Hungary,
bridging the gap between abstract legal texts and real-world implementation,
and encouraging data controllers to adhere more strictly to the principles of the
GDPR. At the same time, these regulations may also act as an obstacle to the
wider use of cameras, including the inclusion of private, condominium and in-
dustrial cameras into public surveillance systems.

The NAIH has addressed the processing of biometric data and facial recog-
nition in public surveillance systems (e.g. the Siofok system). Attila Péterfalvi,
President of the NAIH, expressed concern about the lack of clear regulations
on the use of facial recognition software in public space systems and the cen-
tral storage of public space camera recordings.

NAIH decisions consistently emphasize that camera surveillance in the work-
place must be based on an appropriate legal basis, as consent in a hierarchical
relationship can rarely be considered truly voluntary due to the imbalance of
power (NAIH, 2020). Cameras may not be placed in areas that violate human
dignity. Surveillance must be proportionate and limited to specific, justified
purposes (e.g. property protection). Employers must provide adequate, trans-
parent and prior written information about the use of cameras.

The use of cameras by private individuals is only exempt from the GDPR if it
is for private purposes only. If it extends to public areas, other private property
or commercial purposes, the GDPR applies. The NAIH has issued specific de-
cisions on camera systems in apartment buildings, often focusing on transpar-
ency, legal bases and adequate information.

If a system uses facial recognition, the recorded images become biometric data,
which is considered a ‘special category’ of personal data under the GDPR and
requires stricter data processing conditions. The NAIH has repeatedly empha-
sized that facial recognition is a particularly sensitive area in the case of public
space camera surveillance, as it can affect large numbers of people and is capa-
ble of covert profiling. Recent amendments in Hungary, which allow the police
to use facial recognition in all misdemeanor proceedings, have been criticised
for violating the EU AI Act (European Parliament and Council, 2016). The Al
Act prohibits real-time remote biometric identification in public places for law
enforcement purposes, except in narrowly defined cases of serious crime.

The conflict between national security needs and EU data protection and Al
regulations is a direct consequence of rapid technological development and dif-
fering national priorities, leading to potential legal challenges.
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International legal and regulatory environment

United Kingdom: Data Protection Act 2018 and Information Commissioners
Office (ICO) guidelines

The UK Data Protection Act 2018 incorporates the principles of the GDPR into
UK law. Any CCTV recording that captures an identifiable person is considered
personal data and falls under the scope of this legislation.

Key requirements:

» Operators must have a legitimate reason (e.g. crime prevention) and clearly
indicate that surveillance is taking place.

* Clearly visible signs must be displayed informing individuals about the sys-
tem, its purpose and the contact details for requesting further information.
This ensures transparency.

* Recordings must be appropriate, relevant and limited to what is necessary
for the purpose. Excessive surveillance of areas that do not pose a security
risk may give rise to data protection concerns.

* Recordings must be stored securely and be only accessible to authorised
persons, with password protection and encryption.

* Recordings should not be stored longer than necessary, typically 30 days
is the standard retention period, unless there is a valid reason (e.g., an on-
going investigation).

* Individuals have the right to request recordings made about them within
one month, with masking applied if necessary to protect the privacy of oth-
er individuals.

* During the Data Protection Impact Assessment process, the data controller
assesses and manages the risks arising from the data processing operation
in advance if they are likely to pose a high risk to the rights of natural per-
sons. This is mandatory for operations likely to present a high risk, espe-
cially in the case of systems with biometric capabilities.

CCTYV used for personal, domestic purposes (e.g. home security) is general-
ly exempt from the full scope of the DPA and GDPR. However, if cameras re-
cord images beyond the property boundary (e.g. neighbours’ gardens, public
pavements), the rules of the DPA apply, requiring notification of neighbours
and clearly visible signage.

This creates a ‘grey area’ where an apparently private activity can easily be-
come a regulated activity without explicit intent. It highlights the practical
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difficulty of regulating surveillance, leading to the need for clear guidelines on
camera positioning and masking.

Employers must use CCTV responsibly for specific purposes (security, theft
prevention), inform their employees, and ensure that recordings are stored se-
curely and access is restricted.

The Information Commissioner’s Office (ICO) regulates and enforces data pro-
tection law, provides guidance and handles complaints. The Protection of Free-
doms Act 2012 contains the Code of Practice on Surveillance Cameras.

Germany: Bundesdatenschutzgesetz (BDSG, 2018) ‘German Federal Data Pro-
tection Act’and State Laws (Provincial Police Laws Polizeigesetze-POG/PolG)

In Germany, police law is a matter for the federal states, which is why video
surveillance in public spaces is regulated by separate state laws. (NRW hot-
spot video: PolG NRW; Bavaria: PAG; Baden-Wiirttemberg: PolG BW; Berlin:
ASOG Bln; Rhineland-Palatinate: ‘POG’ — Polizei- und Ordnungsbehordenge-
setz). Germany’s Federal Data Protection Act (Bundesdatenschutzgesetz, 2018)
is in line with the GDPR and supplements it, using so-called ‘opening clauses’
(Offnungsklauseln) to clarify or restrict data processing requirements.

Video surveillance of publicly accessible areas is permitted if it is necessary
for the performance of tasks, the determination of access rights or the protec-
tion of legitimate interests, provided that there are no reasons that override the
legitimate interests of the data subjects. The protection of life, health and free-
dom is considered a paramount interest (BDSG, 2018).

Video surveillance of public areas is regulated in part by the BDSG and in part
by police laws, which allow the police to use or require the use of video tech-
nology in ‘crime hotspots’. Surveillance and the data controller’s details must
be made clear at the earliest possible point in time, typically by means of clear-
ly visible information boards. The data collected must be deleted immediately
if it is no longer necessary for the original purposes or if individuals have a le-
gitimate interest in having the data deleted.

German law places great emphasis on proportionality, ensuring that surveil-
lance is appropriate and necessary, taking into account less invasive means. The
courts have ruled that video surveillance is generally illegal at announced gath-
erings (demonstrations, rallies) and must be deactivated for a certain period of
time before and after the gathering in order to protect the fundamental right to
freedom of assembly.

Data protection supervision in Germany is decentralised, with each of the
sixteen federal states (Lénder) having its own authorities. Although the BDSG
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provides a federal framework, state police laws also regulate surveillance. This
decentralised structure, while allowing for regional approaches, can also lead
to inconsistencies in interpretation and enforcement within Germany, making
compliance more difficult for national or international entities operating in
multiple states.

United States: federal and state data protection laws

The United States does not have a comprehensive, uniform GDPR-like law
as in the European Union, but instead employs a patchwork system. Surveil-
lance laws consist of a combination of federal legislation (e.g. Wiretap Act
1968, ECPA 1986, HIPAA 1996, COPPA 1998) and state-level regulations (e.g.
CCPA in California, CDPA in Virginia). The application of the two is often
fragmented and inconsistent, making compliance difficult for businesses and
individuals operating across state lines, leading to greater legal uncertainty and
potentially uneven data protection across the country.

Federal laws:

Wiretap Act (Omnibus Crime Control and Safe Streets Act I1I) 1986: Regulates
the interception of oral, wire and electronic communications. A court order is
generally required for government interception, and unauthorised interception
may be a federal crime.

Electronic Communications Privacy Act (ECPA) 1986: Extended wiretap
protections to new forms of digital communication (e-mail, online chat, stored
voicemail). Businesses that store surveillance videos or have access to record-
ed communications may be subject to the ECPA.

Video Voyeurism Prevention Act 2004: Made it a federal crime to record in-
dividuals in situations where they have a ‘reasonable expectation of privacy.’

Reasonable expectation of privacy is a constitutional principle in the Unit-
ed States established by the Supreme Court (Katz v. United States, 1967). It
is generally lawful to record video in public places where there is no reasona-
ble expectation of privacy (e.g., streets, parks). However, it is illegal to record
without consent in places where there is a legitimate expectation of privacy
(e.g., private bedrooms, bathrooms, changing rooms). However, this concept
is subject to judicial interpretation, leading to a reactive legal approach, espe-
cially in the case of new technologies, which are evaluated after installation,
often through litigation.

In the US, so-called ‘wiretapping laws’ determine whether the consent of one
party or the consent of all participants is sufficient. In ‘one-party consent’ states,
only one person in a conversation needs to consent to the recording (e.g. New
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York, Texas). In states with ‘two-party’ or ‘all-party’ consent, all participants
must be aware of and consent to the recording (e.g. California).

Only about 15 states have specific security camera laws, but counties and cit-
ies may also have their own rules. States differ in their regulations on hidden
cameras and private property.

Surveillance in the workplace is generally permitted for legitimate business
purposes (security, theft prevention), but not in private areas. Some states re-
quire employee notification or consent, especially for audio recording.

Signs are often used as a deterrent or for informational purposes, but are not
always required at the federal level. However, many jurisdictions mandate
clearly visible signage.

Comparative analysis of legal approaches and enforcement

All jurisdictions emphasize the need for lawful purpose, data minimization, se-
cure storage and transparency (conspicuous signage). Data subject rights, such
as the right to access one’s own recordings, are also widely recognized.

There is a notable difference in the philosophy of legal regulation: a rights-based
versus an expectations-based approach. The European legal frameworks (GDPR,
Infotv., DPA 2018) are predicated on the assumption that the processing of personal
data is prohibited unless specific legal grounds and principles are met. American
law, while protecting data privacy, often operates on a ‘privacy by design’ mod-
el. This philosophical divergence leads to different approaches to regulation: Eu-
rope tends towards proactive, comprehensive frameworks and strict supervision,
while the United States relies more on reactive, case-by-case interpretations and
specific prohibitions, resulting in different levels of protection and legal certainty.

The EU imposes stricter regulations under Article 9 of the GDPR and the Al
Act, classifying biometric data as ‘special category’ data and prohibiting real-time
remote biometric identification in public places for law enforcement purposes,
except in narrow circumstances. In the United States, there is no comprehensive
federal law, and state laws vary considerably.

The phenomenon of ‘function creep’ also poses a challenge in all jurisdictions.
Practical applications of CCTV extend beyond their original security purposes
to include traffic management, urban planning, retail analytics, and even mar-
keting. This expansion poses recurring ethical and legal challenges. The grow-
ing capabilities of video analytics and Al directly incentivize the expansion of
application areas. This creates constant tension with the legal principle of pur-
pose limitation, requiring constant reviews of proportionality and transparency,
and often leading to legal violations if not handled properly.
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Regulatory bodies such as NAIH (Hungary) and ICO (United Kingdom) are
actively issuing decisions and imposing fines for non-compliance. The United
States relies more on civil lawsuits and specific federal/state enforcement actions.

Table 1
Comparative overview of key legal provisions on CCTV (Hungary, United Kingdom, Germany, USA)
Legal Aspect Hungary United Kingd Germany United States
GDPR; Info Act; Police
9 Act; Private Security | DPA 2018 (GDPR | BDSG (GDPR sup- Federal (Wiretap, ECPA,
Primary Legal . . L . N .
Framework(s) and Private Investiga- | principles), Protec- | plement), State Police | Video Voyeurism Preven-
tion Act; Labour Code; | tionof FreedomsAct | Acts (POG) tion Act) and State Laws
Condominium Act
A Legitimate interest (no . .
Legal LB for. Legitimate interest, Legitimate interest, | overriding interest), Expgctanon of Prlvz}(;y,
Public/Commercial .. . Public Interest, Legiti-
. Public interest task Public task Performance of a task,
Surveillance . . mate Interest, Consent
Protection of life/health
Co'nsent Pra(ftlca]ly 1pappllca— Practically difficult | Practically difficult in One-party /All parties
Requirements blein public/work- in public places ublic places consent for audio (varies
(General/Voice) | place environments. P P i P P i by state).
Mandatory, clearly Maqdatoryf clear- qudatqry, clearly Signs are often used, but
Transparency/ L . ’ ly visible signs, visible signs about not always mandatory
. visible signs, detailed . R
Information purpose and contact | surveillance and at federal level; varies

information.

details.

data controller.

by state.

Data minimisation/

Strict necessity, pur-
pose limitation, respect

Adequate, relevant,
limited to what is

Consideration of nec-
essary and proportion-

Must be proportionate to
security needs, not overly

etrics).

PO E iy for human dignity. necessary. ate, less invasive means. | intrusive.
Mandatory in cases s Mandatory in high No general federal
o Mandatory in high- | risk situations (e.g. .
A of high risk (e.g. Lo . requirement, but rec-
DPIA Requirement | . . . risk situations (e.g. | large-scale public S
biometrics, large-scale | , . . . . ommended in high-risk
X biometrics). surveillance, biom- S
surveillance). situations.

Data storage

Purpose-specific, reg-
ular deletion (e.g. until
the end of proceedings

Purpose-specific
(typically 30 days,

Purpose-specific, im-
mediate deletion when

Purpose-bound, secure
storage, no longer than

(Typical/Guideline) | . o except for investi-
in the case of crimi- ations) no longer necessary. necessary.
nal offences ). & i
Special category .
Biometric/Facial | Special category data, | data (GDPR Arti- sStIr) iictil‘f:jﬁgzlsma’ No comprehensive fed-
Recognition stricter conditions, EU | cle 9), additional rotection of asse;nbl eral law, regulations vary
Specifics Al Act conflict. conditions under 11‘)1 hts Y| from state to state.
DPA 2018. e
. NAIH (National Au- ICO (Information | Provincial data pro-
Supervisory/ thority for Data Pro- Commissioner’s tection authorities Federal/state courts and
Enforcement Body | tection and Freedom " agencies (e.g. FTC).
; Office) (Léinder) g &
of Information). i .

Note. Edited by the authors.

Practical applications and implementation differences

Public sector applications: Law enforcement, urban planning, traffic management

CCTYV systems are widely deployed to prevent crime and enhance public safe-
ty. In Hungary, the police are authorised to operate cameras in public areas for
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the purposes of crime prevention and detection, as well as for the prosecution
of offences.

Video surveillance data, especially when augmented with video content an-
alytics, provides valuable information in areas beyond public safety. Cameras
monitor traffic flow, detect incidents, and optimize traffic light control to reduce
congestion. They can identify cycle paths or pedestrian routes, assisting at pe-
destrian crossings. Video analytics data assists in the assessment and develop-
ment of urban infrastructure and even in environmental monitoring.

This creates a ‘dual-use’ dilemma, where systems installed for security pur-
poses can be easily repurposed for broader urban management purposes, poten-
tially leading to ‘function creep’ and raising new privacy concerns.

Cameras are capable of ‘patrolling’ multiple areas without the need to deploy
numerous security guards or police officers, therebly reducing the need for hu-
man labour in certain surveillance tasks.

The integration of CCTV with Al, the Internet of Things (IoT) and data ana-
lytics is the cornerstone of ‘smart city’ initiatives. These technologies promise
efficiency in traffic, waste management and public safety. This creates a strong
incentive for governments to expand surveillance infrastructure, potentially
prioritising efficiency over individual privacy rights if not carefully balanced.

Private sector application: Retail

CCTYV became commonplace in banks in the mid-1980s and in shops in the
1990s. Modern retail utilize video analytics to improve store layout, optimise
customer flow (via heat maps, dwell time, queue length), manage staff and re-
duce losses. Al algorithms are used to analyze and optimise marketing strategies,
facilitating the rise of unmanned shops, which rely heavily on Al capabilities.

Efficiency, ethical considerations and social impact

International research shows mixed results regarding the crime prevention ef-
fects of CCTV. Some studies suggest that cameras reduce the number of certain
crimes (e.g. vehicle-related offences), while in other cases they tend to cause
a geographical displacement of crime (Welsh & Farrington, 2004). At the same
time, the systems are undoubtedly useful as investigative tools: the recordings
serve as evidence, facilitate the identification of suspects and increase the ef-
ficiency of proceedings.

From an ethical point of view, the consistent application of the principles of
purpose limitation and proportionality is of paramount importance. Recordings
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with an overly wide angle of view or stored for an unreasonably long period of
time violate the requirement of data minimization, a point regularly emphasised
in NAIH decisions (e.g. NAIH/2019/6865/2).

New technologies raise further ethical dilemmas. The proven biases of al-
gorithms and the risk of discrimination (Wachter, Mittelstadt & Floridi, 2017)
suggest that the use of these systems is only acceptable under strict safeguards.
From the point of view of social trust, it is important that surveillance does not
become a source of the ‘Big Brother syndrome’ (Bak, et al., 2023; Lyon, 2018),
which can lead to self-censorship and a decline in civic participation.

According to data from a 2000 study conducted by the Ministry of the Interi-
or, 64 per cent of citizens consider the operation of surveillance systems to be
useful, with 40 per cent considering it to be very appropriate (Horvath, 2006).

Findings and recommendations

Main findings

* The development of CCTV technology consistently outpaces legislation,
resulting in regulatory delays.

* In addition to the common principles of Hungarian and international legal
frameworks (transparency, data minimization, proportionality), there are sig-
nificant differences in the handling of biometric data and facial recognition.

* The impact of cameras on crime prevention is not uniform; their role is
strongest in investigation and evidence gathering.

* The phenomenon of ,function creep’ creates new ethical risks.

» The psychological effects of pervasive surveillance (e.g., self-censorship,
erosion of trust) may also affect democratic participation in the longer term.

* The cyber security vulnerabilities of these systems can have serious finan-
cial and legal consequences.

» In non-official practical use, regulatory boundaries are blurred, partly due
to lack of knowledge and partly due to necessary requirements, resulting
in a significant gap between practice and regulation.

Recommendations

For regulation:
* Proactive, forward-looking legislation is needed to regulate Al and biome-
tric technologies at a harmonised EU level.
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The role of supervisory bodies such as the NAIH should be strengthened,
with clear guidelines on the practical interpretation of legitimate interest
and proportionality.

Human rights impact assessments (HRIA) could be made mandatory for
high-risk systems.

For practitioners:

Integration of data protection into design and consistent application of the
principle of data minimization.

Enhanced technical and organisational cybersecurity measures (encryption,
access restrictions, regular audits).

Transparent, understandable information for data subjects to maintain trust.

For research:

Long-term, comparative studies are needed on the actual effectiveness of
CCTV in different environments.

Developing new methods for detecting and reducing algorithmic bias is
crucial.

Social science research is needed to explore psychological and democrat-
ic effects.

Concluding thoughts

Surveillance cameras have become a fundamental infrastructure for public safe-
ty, city management and commerce. Although their effectiveness is debatable,
they have proven value in investigations and in enhancing the subjective sense of
safety. At the same time, the gap between technological development and legal
regulation, as well as ethical dilemmas (data protection, dignity, discrimination)
continue to raise new questions. One of the key questions for the future is wheth-
er society will be able to maintain a balance between security and civil liberties.
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